Cyber and Online Safety for
Parents/Carers
Megan Haldane

Cyber Protect Officer
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Where do we start?




The four Cs of online safety
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Decoy Apps
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Understanding Apps
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= Monkey

<_ Details

B FAMOUS B

Chat or facetime with your favorite celebs and share

with your friends CARING

@ Video Chat @1
Engage in authentic conversations with cool people
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$ Posta Moment §
Express yourself and be heard with short videos

Parental guidance
ObMO

0
Say hey after your video chat or in response to 0@%0
Y

Parental guidance recommended

someone’s Moment
Users interact, Shares location

N Text Chat X INCLUSIVE

LEARN MORE Low-key chat with video and text messages

UNDERSTOOD

12 2P Chat {2
Group video chat with your friends

» Redeem Merch » LEARNING

Collect bananas and redeem exclusive merch

For merch drop announcements follow us
Snap @monkeyapp

IG @monkey

Twitter @monkey
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lal media?

What about soci



Social Media Apps 17+
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Snapchat

v Add Friends
» ‘Snap Map’ feature allows others to view your 4 =
exact location. Added e CARING
- Recent update calculates how long it will taketo & === o
drive to that destination. sl{fjfe
_ _ ‘ ’ z o 4 Aecent COURAGEOUS
« Can be disabled by using ‘Ghost Mode’ or o -
turning off the location sharing in the phone 6) Sy
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The Sextortion Pandemic

SEXTORTION

DON'T PANIC.
DON'T COMMUNICATE.
DON'T PAY.

www.avonandsomenet.police.uk | Folowuson W Il © I

What is sextortion?
Sextortion is webcam blackmail

Criminals can befriend a victim online by using a fake identity and
often use a video of an attractive woman to entice the victim to
perform sexual acts in front of thelr webcam. They then record this

and threaten to share the video with the victim's friends and family, C_ERING
unless the victim pays them money.

How to avoid becoming a victim 0

Be cautious about who you befriend online, even if you have

mutual friends. O O

Avoid getting naked on webcam. There's always a chance this

could be recorded and shared. COURAGEOUS

What to do if you’re a victim of sextortion o
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Don’t panic
Contact your lecal pelice immediately, No one will judge you,
it will be dedlt with in confidence, and it will be taken seriously.

Don’t communicate further with criminals

Take screenshots, then delete and block offenders. Consider
changing your name online so they can no longer locate
your profile.

Don't pay
Many victims who have paid, have contfinued to get more
demands for higher amounts of money.

LEARNING

Avon and Somerset Police
SERVE.PROTECT.RESPECT.
‘www.avonandsomenset.police.uk | Folowuson W I @ B
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VR Headsets
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SOME VIEWERS MAY FIND THE FOLLOWING VIDEO DISTURBING.
VIEWER DISCRETION IS ADVISED.
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What can we do?




Creating a safe space and open environment
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Starting the conversation

“‘Show Me, Tell Me, Teach Me”
Start talking early and frequently
Pick your timing
Be open
Model the behaviours
Create a safe space
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Balancing Screen Time

What we have

internet

matters.org
agreed about
our online life

1. to use our phones and the inte

2. When we eat together phones and onl tivities will be off

3. lca ay my games after school for minutes and at weekends for minutes
4

. At night my phone will be charging in another room while | sleep

5. We agree to be kind to other people online and move away from anything that upsets us

Below are our agreements for social media and our devices

We've agreed on some rules about social media. We don't like:
rude, uj

are not OK f

tis not OK to send these

I/We promise to do these things:

help f
friend:

ropriate (describe

3| media apps have age limits and rules

et up a social medi

ther people on soc

tanything | see

w to block or restrict people if they are nasty or | can ask

to helg

Devices

 to use and when?

ee tt privacy and security settings are
is it OK load f
Vhen is it buy things in game
We will talk about our agreement [enter agreed amount
of time] to see how it is working.

nedia and help our friends
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All the main network
providers allow you to
set up a degree of
Parental Control.
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Give me the IP Address
for
“HotStuffDating.com”

Circumventing controls from your
broadband provider is as simple as
using mobile data rather than your
home network.

Remember to include mobile network
providers in parental controls.
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Use a safe search engine
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Settings within apps

« Set up privacy controls within the app or ¢ priveey
. Account privacy
game ItSEIf. @ Private account o
 This can stop people finding out locations, 0
. . € Instagram  Location 0 9)
user details, profile photos as well as COURAGEOUS

ALLOW LOCATION ACCESS

preventing messaging.

Never

- O
ags Ask Next Time Or When | Share /' o o
« Many apps also offer the ability to block or Wwhi Usingth Apo Gg %
mute other users. IR INCLUSIVE
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Monitoring Apps
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Location Safety Apps
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Cyber Awareness




What makes a strong password?

* Add complexity
* 3 random words
* For example:
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How do we remember them all?
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Two-Step Verification (2SV)

Google
2-Step Verification

This extra step shows it's really you trying to sign
in

2 SV "@gmail.com v

Check your Google Pixel 2

Google sent a notification to your Google Pixel 2. Tap Yes
on the notification to continue.

Or open the Gmail app on your Apple iPad mini (5th
generation) to sign in from there.

Don'’t ask again on this device

O -

Settings
& General

@ Security and login

Eﬁ Your Facebook information

a Privacy
‘4 Timeline and tagging

. Stories

N

@ &

Security and login

Recommended

n Choose friends to contact if
Nominate 3 to 5 friends to hi

Where you're logged in

Facebook app -

S

a Device type unknown - Calo

amazon

Two-Step Verification

Enter the code generated by your Authenticator App

Enter code:

_| Don't ask for codes on this device

Sign In

» Didn't receive the code?
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Cyber Sprinters for kids
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Social Media Checklist

Facebook-Checkiist J} B [Fy

O Snaj

Snapchat Checklist

Twitter Checklist Instagram Checklist

COURAGEOUS

- i Sy
ey

O How To Report Something? |
t Roblox Checklist TikTok Checklist Netflix Checklist
Down Down o D ; INCLUSIVE

O Unfollow or Delete Content?

Twitter-Checklist .
0O What Is Twitter? p
RABLAX C

00 How Do | Protect My Privacy?
Privacy and Safety Checklist
TikTok

ets to

O How do you deactivate my account?

the f P eecingsnRobin o
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swgfl.org.uk/resources/checklists/




Cyber Aware

National Cyber

Cy be r AWC‘ re a ‘ Security Centre

Advice on how to stay secure online from the UK's National Cyber Security Centre CARING
9)
0 Q
Take your email security to another level COURAGEOUS

Your email is where you keep your most personal and financial n
information. Watch our videos

If a cyber criminal accesses your email, they could:

s
s
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¢ access your other online accounts using the forgot
password feature (which often sends you an email)

e access personal or business information and use this to
scam you or people you know
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Internet Matters
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Online grooming Guide Online grooming guide 9
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Digital resilience toolkit 6 -10 year  Digital resilience toolkit 11 - 13 year Digital resilience toolkit 14+ year
s s olds
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Online safety guide 0-5 year olds Online safety guide 6-10 year olds Online safety guide 11-13 year olds Online safety guide 14+ year olds
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Screen time 5-7 years old Screen time 7-11 years old Screen time 11-14 years old Screen time 14+ years old CO nversation Sta rte r tl pS LEERNING

‘www.internetmatters.org/resources/esafety-leaflets-resources/




Digital Parenting by Vodafone

Digital Parenting

. by () vodafone

*

www.vodafone.co.uk/news
centre/app/uploads/2021/1
O/digital-parenting-7.pdf

Parental Controls
& Safety Settings
Guide
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UK Safer Internet Centre

Q) UK Safer Internet Centre Onlineissues -  Guides and resources v  Training and events -  Safer InternetDay v Blog Research  About Q

Professionals Online Safety Helpline
Support for professionals working with children

x Hotline 5
Report online child sexual abuse images or videos

e 3 /7 -~ Report Harmful Content >
H I I Y 7 :l lldr E n a nd Assistance for reporting harmful content online

Revenge Porn Helpline

yo u n g peo p I e sta y o Supporting adults who are experiencing intimate image >
abuse
[ ]
safe online

I need help with...

@ Search by any keyword... Reporting Cyberflashing Livestreaming Misinformation See all 12 topics >

saferinternet.org.uk/
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parentizone @ pParentzone
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Common Sense Media

\/fconunon

Sense

media
Roblox

Website review by Erin Brereton, Common Sense Media

Common Sense says
& age 13+ %%x%x%x+ o

Chance to design games, but also potential for
iffy content.

http://www.roblox.com

<Q? Save> (ﬂ? Ratewebsite)

Parents say
age 10+
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Based on 1933

reviews
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A few more resources...

« www.how-to-geek.com
How-To Geek
)
Q 0
« www.lifewire.com u {eMre COURAGEOUS
Tech Untangled @@
IN(;LUSOIVE
* www.getsafeonline.org = @
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Action Fraud

Action Fraud — UK’s national reporting centre for fraud and cybercrime
where you should report fraud if you have been scammed, defrauded or
experienced cyber crime in the UK - www.actionfraud.police.uk

ActionFraud

National Fraud & Cyber Crime Reporting Centre

““"»"=s 0300 123 2040 "+"x"x



http://www.actionfraud.police.uk/

Thank you for listening
CyberProtect@avonandsomerset.police.uk
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